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ITM Platform can be configured in a variety of ways to ensure it adapts to the needs of different
organizations in terms of security, policies and the preferences of each client. These various configurations
range from shared environments (SaaS) that require no adaptation whatsoever to environments that are
customized (On-Demand) to suit each individual organization.

Generally-speaking, we recommend the SaaS environment implementation model as it is more economical
than On-Demand environments, where all infrastructure costs are passed on to the client.

ITM Platform provides by default the SaaS (Software as service) system in a shared infrastructure and with
all the necessary guarantees to ensure the privacy of costumer information security.

As an extension of the SaaS system, ITM Platform provides other custom modes from the SaaS OnDemand
dedicated to different configurations to meet the needs of each client.
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In this default ITM Platform configuration, the execution environment is shared by the various clients to
guarantee secure access to the information at all times via user identification protocols. Access to the data
of an organization can only be accessed by users from that same organization. Furthermore, each user
can only access the content allowed by the permissions configured in their profile (role).

In Shared Server mode, machine resources are shared by all clients and performance by those resources
is therefore the same for all clients. ITM Platform guarantees correct server design and application
performance.

Shared servers are used for both SaaS and dedicated SaaS system types, in which an instance of the
application and database is created on the shared server.
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If the client so requires, ITM Platform enables the configuration of one or more dedicated servers for the
execution of its environment. The design criteria for these physical servers and their configuration are
established by the client but administered by ITM Platform as an integral part of its servers.

The expansion of or configuration changes to these dedicated servers require scheduled intervention of a
more or less complex nature depending on the task, which may require temporary service downtime. They
are therefore not recommended when absolute flexibility is required for expansion or modification.

This service is based on highly-available Cloud-based systems and enables a dedicated server to be
configured in a flexible manner. Unlike physical servers, virtual servers can be expanded and configured
with great ease and therefore adapted to the needs of the client at any given moment.

In addition, a dedicated Cloud-based server can be complemented with VPN services and/or integration of
the server into the client identification system via trust relationships created through the VPN.

The following services are included in all the above formats (adapted to suit each environment):

e System administration

e Backup

e Software control and updates

e Security and vulnerability checks

e Performance control and system optimization

In the SaaS environment, all clients share the ITM Platform application and database to optimize the use
of resources. ITM Platform guarantees secure access to the information at all times via user identification
protocols. Access to the data of an organization can only be accessed by users from that same
organization. Furthermore, each user can only access the content allowed by the permissions configured
in their profile.

In both the shared environment (dedicated SaaS) and On-Demand environments, an entirely dedicated
instance of ITM Platform can be configured for a client to allow independent management of its data and
users.

In the dedicated SaaS environment, the machine is shared with other clients but a customized copy of the
application is made available and an entirely independent database instance is used. In this case, the
hardware resources and operating system are shared while the data and application are isolated from other
clients.

In the On-Demand environments, both the machine and the system as well as the application and the
database are entirely independent and used by a single client to provide complete independence.
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This is the default ITM Platform domain that is used as standard for all clients. Each environment and its
data are differentiated by the access codes. This domain is only valid for the SaaS service.

In the case of using a customized configuration, either from the dedicated SaaS service or the On-Demand
service, a subdomain of itmplatform.com can be registered in the following manner:

<company_name>.itmplatform.com

These subdomains incur no additional cost for the client and are managed directly by the ITM Platform
DNS servers.

ITM Platform offers clients the chance to register a domain or subdomain of their own corporate domain
when using a customized configuration, either from the dedicated SaaS service or the On-Demand service.

These customized domains or subdomains can be registered at will by clients, such as
itmplatform.<company_name>.com.

These own domains are managed by the client and their DNS servers must point to the ITM Platform server
IP addresses.
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A client can access the server hosting its environment from anywhere with an Internet connection by using
HTTP and HTTPS (secure) protocols. When using a customized domain, the client will need to obtain a
server certificate for that domain name if wishing to access via the HTTPS (secure) protocol.

Those clients only wishing to access ITM Platform from their corporate networks can request a VPN
connection to the server.

This VPN connection service is currently only provided with Cloud-based servers, although this solution
can be studied for physical servers.

Standard access to ITM Platform is granted via user passwords to thus guarantee the correct use and
security of data.

When requested by a client, corporate identification systems can be connected to the ITM Platform servers
for access to be granted via the passwords normally used by users of the organization.

This user identification synchronization process must be studied on a case-by-case basis, requiring a VPN
connection between the corporate network and the ITM Platform servers so as to guarantee maximum
security.
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2. Access to ITM Platform

2.1.Passwords

ITM Platform grants access to the environment via the use of user passwords.

Bienvenido

L' ITM Platform | Global Teamwork Solutions

= Inicio de sesién

# Iniciar sesion

The email address is used for usernames and will also be used for sending notifications from the system.

Users can change their passwords at any time:

Qi m R Cwemwe | R Funccess - (@)
el

ortfolio b Change Password Search..

# Home
BB wmy Projects
B0 My Services

[ My Tasks & Activities.

0 Please fill the mandatory fields marked with asterisk

O My Timesheet

BR Greate anew project

& Register a new user

© 2017 ITM Platform
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Each organization can configure a standard length for the passwords used to access its environment. These

changes can only be made by users whose role grants them access to the “General Data” window.

L ITM Platform
Progtas & Portfolio

CONFIGURATION

ORGANEZATION

Organization Units

|

Work Groups

COMMUNICATION
PARAMETERS

2 L]

Name and Language

* Company Name: | Global Corp 360

* Please Enter URL Name For Company:

globalCorp360EN

Company General Information

SweetAddress1: Santa Engracia, 90
City:  Madrid

Country:  Spain

Full Access

Search

“ My Language:  English v

Street Address 2
State:

ZIP Code: 28010

Company Email Address: Website: | wwuritmplatiorm.com
SHORTCUTS

Fhone: +34 018052188 Corporation:
BB Create a new project

* Max File Size Upload: 2 MB Linkedin. www linkedin.com/itmplatiorm

Register a new user
4 Reg [ in Paszword Lengu: 3| Facebook: wwur facebook com/itmplatform

Upload Logo:  View Logo Delete Logo

Financial Units

* Standard Payment Period: 30 days * Tax() 21.00
Base Currency: US Dollar ($)
Fiscal Year StartDate:  January v Fiscal Year End Date: December v

Current fiscal year: 2015 v

0 Please fill the mandatory fields marked with asterisk v Save X Cancel

If a user forgets or loses their password, a new one can be requested via the “Forgotten your password?”
option. An email containing the passwords will be sent to the email address used as the username.

When a client acquires an ITM Platform solution, it receives the right to use a number of licenses that will
grant access to the various ITM Platform functionalities.

These licenses configure the functions acquired by a client within a customized environment. One client
can have licenses for every ITM Platform solution in such a way that each license will determine access to
certain functionalities or others.

In turn, the licenses - the cost and conditions of which vary - define two key factors in terms of access to
functionalities:

These functions allow users to be assigned as:
e Project Manager
e Service Manager
e Program Manager

If this type of function is not included in the license, it will not be possible to assign these roles.

See the chapter entitled Assignation as Project, Service or Program Manager for further information.
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Licenses configure the access by each user to certain functionalities of the environment. In turn, the roles
of each user that grant access to a larger or smaller set of functions can be configured in each license. See
Chapter 2.3 Roles for further information.

The license system is updated from the Product Development Department.

A role should be assigned whenever a new user is created. ITM Platform assigns a role to each newly
created user by default.

A ITM Piatform
Progias & Portfolio

E& B2

ORGANIZATION

USER MANAGEMENT

Role Definition

Working Hours

OBJETIVES & PROCESSES

Recent Activity

SHORTCUTS
BR Create a new project

& Registera new user

2

ITM Platform

RN concaton Y posion

User Information

Ne-login user:

* Login Name (Email Address)
* First Name:

Alternative Email Address

* Standard Working Hours:

Professional Experience

Others

Facebook,
Website

Photo.

About Me.

example@itmplatfor.com

T

Default

Remaining Chars.:2000

Upload a Pholo

Remainin g Chars_: 4000

Full Access ?

Search. yel

* Password
“LastName: Platform
* Display Name: [T Platform

* Default language:  English v

Specialities

Remaining Chars.:2000

Linkedin:

Resumé: | Seleccionar archivo | Ningun archivo seleccionado

Work Group: PP or Prince? certificates
Specialists in communication
With geographical mability
Working climate enhancement p

One user can have more than one assigned role, in which case the permissions associated with each role
are combined. In other words, all the functions of each role will be available.

User Role

Available Roles

Assigned Roles To User

Project and Service Manager
Full Access

Stakeholder

Team Member

License Used:

The functionality for creating users and assigning roles is only available for users whose role allows access

to the “Users” option.



ITM Platform

PROJECTS = PROGRAMS = PORTFOLIO
2.4.Role Configuration

ITM Platform offers various pre-configured roles. However as many roles as are deemed necessary can be
modified, added or deleted:

IT™ Platform ‘ share an update. = @

Full Access -

Progieis & Portiolio

» USER MANAGEMENT / Role Dafinition

Search... pel
C
0| oC el &
* Manage Roles
USER MANAGEMENT
- Add New Role
58rs -
#  Role Name Role Description Defauit for New Users
1 Projectand Service Manager Projectand Service Manager x
Working Hours 2 Team Member Team Member ) ®
3 FullAccess Full Access x
COSTING 4 Stakeholder Stakeholder ®x

OBJETIVES & PROCESSES

Recent Activity

BB create a new project

& Register a new user

A fundamental step in creating a new role is assigning the license it will be used by. Hence, the basic
configuration of Access to Functions and Access to Functionalities:

g ITM Pia*form ‘ share an update. = 'B'
Prog?a.;ws Eﬁommio

b USER MANAGEMENT / Role Definition

Search... Fel
<
O] oF el
* Manage Roles
USER MANAGEMENT
Users * Role Name:  Member Project Manager:
Role Description: Service Manager:
" License: | Please select v Program Manager:
il Ple: lect
Wrking Hours Defaultfor New Users: | f acece
COSTING Project Guest
Project Manager
Team Member
OBJETIVES & PROCESSES
No records to display.
Recent Activity

Certain options under the Team Member role can be configured but they cannot be assigned as Project,
Service or Program Manager:

share an update. Full Access - | @
ITM Plstiorm & ; B ; @
Progi&fis & Portioio o s cevent  Rose defmtion Search... P
o
O | o Pl
 Manage Roles
USER MANAGEMENT
Users * Role Name:  Member Project Manager:
Role Description: Service Manager:
“License:  Team Member v Program Manager:
kg Default for New Users: [ |
COSTING
o —— » Meru Name W insert W updat W Deiete W view
1 MY DESKTOP
Recent Activity 5 e B =] =] =]
L sewws 0 T - - - -
4 My Services =] o o a
BB create a new project . _ - -
5 My Tasks & Activities o a a a
& Register a new user 5 My Timesheet o a B 2
0 Please fill in the mandatory fields marked with asterisks ' Save X Cancel

8 © 2017 ITM Platform
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The Full Access role enables all options of this role to be configured and the user to be assigned as Project,
Service or Program Manager:

@ ITM Pistiorm & L] Fulhcoms - (@

Progias & Portfolio

Us Search Fel
o |
m L
ORGANIZATION Manage Roles
USER MANAGEMENT
Users * Role Name: Manager ProjectManager: & Saye role to set project manager pemissions
Role Description: Service Manager: ¥ Says role to set servics manager permissions

“ License: | Full Acess v Program Manager:
Working Hours

COSTING
OBJETIVES & PROCESSES. = LD 2 Insert 2 Update € Delete 2 View
1 MY DESKTOP

Default for New Users:

e ] 2 Home 4 £ £ £
3 My Projects 7 7]} 7]} 7]}
SHORTCUTS
R 4 My Senvices ” ] ] ]
oo Greale anaw project 5 My Tasks & Activities vl @ @ @
A Registera new user 6 My Timesheet 7] @ @ @
7 MANAGEMENT
] Main Dashboard el 5} 5} 5}
9 Summary ¥ ¥ ¥ ¥
10 Business and internal client 2] 7] 7] 7]
BN Workforce ” £ £ £
12 Froject 7] @ @ @
13 Providers 5] 5} 5} 5}
14 Portfolio 7] @ @ @
15 Portiolio general 53] ] ] ]
16 Portfolio Financial Analysis
17 Financial Analysis Cost 7l @ @ @
18 Financial Analysis Revenue 7] ] ] ]
19 Portiolio Schedule 5] 5} 5} 5}
20 Fortfolio Followup 7] @ @ @
21 Portfolio Dashboard 5] £ £ £
22 Programs vl vl vl vl
23 Program Home @ @ @ @

In this example, a role is being configured with access to all options under the MANAGEMENT function:

Full A ?
@™ Pitform R L ulacoess~ (0
Progtas & Portfolio I Search
‘ORGANIZATION Manage Roles
USER MANAGEMENT
Users * Role Name: Manager PFroject Manager: ' Saye role to set project manager pemmissions
Role Description: Service Manager. ' Save role to set service manager permIssions

* License:  Ful Acess v Program Manager: «
Working Hours

COSTING
OBJETIVES & PROCESSES = — [ Insert [T Updat= [ Delete T View
1 MY DESKTOP

Default for New Users:

Recent Activity 2 Home =] o o o
3 My Projects a O] o a
SHORTCUTS
1 My Services (=] o o o
BB create anew project
5 My Tasks & Activities a = o a
& Registera new user 6 My Timesheet =] o o o
7 MANAGEMENT
8 Main Dashboard @ 7] 7 7
9 Summary ] @ ] 7]
10 Business and internal client @ @ 7} 7
1" Workforce @ @ 7} 7]
12 Project @ @ 7} 7
13 Providers ] @ ] 7]
14 Portfolio @ @ 7]} 7]}
15 Portiolio general ] 2 ] w
16 Portfolio Financial Analysis
17 Financial Analysis Cost ] @ ] 7]
18 Financial Analysis Revenug ] 2 ] ]
19 Partfolio Schedule ] @ %) 7
20 Portiolio Followup £ v “ ]
21 Portfolio Dashboard 2] v 154 I
22 Programs (5] 5} 4] el

9 © 2017 ITM Platform
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As a result, the user will see this menu configuration:

L ITM Platform
Progiais & Portfolio

=& OEa
MANAGEMENT

B3 main Dashboard

B Portiolio
B Programs
@ Projecis
|_- Services
|B: ciients
& Resources

Budget

Organization Tree View
Reporting

SHORTCUTS
oo Create a new project

& Register a new user

The functionality for creating users and assigning roles is only available for users whose role allows access
to the “Role Definition” option.

When assigning an ITM Platform user to the team of a project, service or program, they can be configured
as a Project Guest, Team Member or Manager.

g ITM Piatform ‘ L Full Access ?

Progias & Portiolio e et et e
m ‘ ﬂﬂ Project: Software application development
HANAGENENT QTN Busget T Gantt 1" Tasks " purchases Y Revenue 1 Risks Y Folowup 1 Documents " Dashboard

Search el

GJ Main Dashboard

8 Fortiolio Team
[A Programs (team
= i
e 1
D (field showed ’
3 -l
™ Senices « task function » Julio Cline Full User Team Member David Simon
R P—
|B: clients o ‘ & Projectianag 4 4 @
(Tasks)
! i & Project Manager
& Resources Scope of application
2 Team Member
Budget Determine the scope of the project k3 L
a
(oo DHRDECII TED LT Define preliminary resources E 3 F 3
Reporting System requirements
SHORTCUTS Initial draft of specifications 1 E 3
BR Create a new project The preliminary budget ;3 F 3
& Registera new user Obtain approvals to proceed (concept, ... 1 1
Design
Functional specifications b 3 E 3
Design prototype based on the funclio_ 1 1
Review functional specifications 1 1
Development
Review functional specifications 1 1
......................... a "
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When assigning a user as Project, Service or Program Manager, ITM Platform checks that the user has a
role that allows this to be done.

QITMPitiorm & B Fuacess
Progre#is & Portiolio I o Search
m ‘ ﬂﬂ Project: Software application development
MANAGEMENT =
proect ome ST et ¥ Gort Y Tosks Y Puchases ¥ Reveme Y Revs Y Folowan Y Documents Y eswomrs
GJ Main Dashboard
B Portholio Team
[@ Programs e v v v v N
- i
@ (field showed)
™ Serices « task function l » Julio Cline Full User Team Member David Simon
|B: clients o L 4 4
(Tasks)
! 2 Project Manager
& Resources Scope of application
2 Team Member
Budget Determine the scope of the project k3 L
a
(oo DHRDECII TED LT Define preliminary resources E 3 F 3
Reporting System requirements
SHORTCUTS Initial draft of specifications 1 E 3
BB Create a new project The preliminary budget 1 F 3
& Register a new user Obtain approvals to proceed (concept, ... 1 1
Design
Functional specifications b 3 E 3
Design prototype based on the funchio. 1 1
Review functional specifications 1 1
Development
Review functional specifications 1 1
|dantif madulon and lauala a a

Whenever a user is assigned as a Project Guest, Team Member or Manager within a project or service,
they can then access the “My Projects” or “My Services” options. The same does not happen with programs,
which are only available through the MANAGEMENT tab.

Full A ?
Q iTmPiorm & 5 T
Proges#s & Portioio |, f— »
=& O3
P Filter er spsie:
MANAGEMENT frerappied
B2 Wain Dashboard Nama: org Unt [ All - Assessment: [All -
B Potolo Approvat: | All - Status: | All - Eronty: | All - » Apply X Reset
@ Programs
D Project List
™ Senices Add New Project ~  Export to Excel
[B: crents = Compicied —Tyoe = St SirDele EmdDaie Asscsament
Resources Market research for Phase Il 10%  “:Producterpr..  Two-yearlyplan2013-2014 -Improve brand recog... = Canceled 5’ Low 112015 5312015 @ Good
Budget Public competitive tender 0% |l Pre-salesand... Tuwo-yearly plan 2013-2014 - Open up public tende. % On Hold 7 Low 1011/2015  12/31/2.
o
5o Organization Tree View Local 180 purchase 0% ©“3 Change man. Turo-yearly plan 2013-2014 - Improve brand recog < Draft # Normal 612015  2/412016
Reporting Customer service department 659% 4 Newproduct... Tuwo-yearly plan2013-2014 - Increase operational ... ¥ In Progress % Urgent 212015 8142015 No Critical
Newi 64% [ Constuction  Two-yearly plan 2013-2014 - Increase operational .. # In Progress  # High 412015 3162016 e Good
oR
on Create anew project Software application development 66% “:Producterpr..  Two-yearly plan 2013-2014 - Increase operational .. #% In Progress 5 Normal 812612015 11/22/2... @ Critical
& Register a new user .
Winter promotion 74% il Pre-sales and. Two-yearly plan 2013-2014 - Grow sales by 20% # In Progress ¥ Normal 111/2015 11112016 & Good
Spring campaign 50% (4 Research,stu_. Tuo-yearly plan 2013-2014 - Grow sales by 20% #inProgress 7 Normal 5142015 92262015 & Good
New flagship product 72% d Newproduct.. Two-yearlyplan2013-2014 -New productrange la... #InProgress 7 Normal 1112015 62015 © Good
@ mPiiorm & B Fotneas (2
Progia s & Portfolio search P
- mﬂn P Search
MY DESKTOP
# Home Name Unit: | All - Mansger: | All -
on Priority: | All - Start End: + Apply ® Reset
G0 R
BB My Services
I3 My Tasks & Activities My Assigned Projects
O My Timesheet Export te Excel
SHORTCUTS Name [ Project Manag... _ Priority Start Date. End Date. Total Est Time Actual Time _ Ubization Time%  Team
o Software application . Information System Julio Cline 7 Normal 8/26/2015 112212015 50:00 16:15 3250 Full User, Team Member
BB Create a new project

L Register a new user 4 1 [ ]|¥] Pagesize:|t0 ~ 1items in 1 pages
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Whenever a project or service is accessed from the “My Projects” or “My Services” menu, respectively, two
options will be available depending on whether the user is a Manager or a Team Member.

If the user has been assigned as a Manager, they will have both read and write permissions.

g ITM Pia*form f-‘ = Project & Service Manager ?
Progta#Ts & Portfolio - e o sl st Sl ceareh o
Project: Software application development
MY DESKTOP .
[N Genora ¥ Tean Y dutaet Y Gan | Tasks Y Purchuses Y Revenue Y Risks Y rotowup Y oocuments Y Dashvours
# Home
BR MyProjects General
BB my Senices
3 My Tasks & Activities Project Name: Software application development “
R Project Ho: PR-1853-13080005
Department Responsible: Information System
Project Status: In Progress Project Start Date: 3/26/2015
Approval: Appoved Project End Date: 11/22/2015
Project Type: Proguct or process adaptation
Priority: Normal
Description:
< [ SR PES Y ST . o

Project Team Board

Display:  All Messages ~ Crganizeby: Comments Date + Today

Tasks
No records to display.

g Project: Software application development Resistance to change -
- Some people will not be available because they have been assigned to the improvement program. We have open... view more Invalid suppositions
If the user has been assigned as a Team Member, they will only have read permissions.
@ IT™M Pltorm & = e 2
Progta#s & Portfolio Search. rS

Project: Software application development
A Home

oo General
oo

oo
My Services . .
ol Project Name: Software application development

[ my Tasks & Activities Project No: PR-1853-13080005
O My Timesheet Department Responsible: |nformation System
Project Status: In Progress Project Start Date: 82612015
Approval: Agproved Project End Date: 11/2212015
Project Type: Product or process adaptation
Priority: Nomal
Deseription:
@i Panarindion of ha neainat e
Project Team Board
Display:  All Messages ~ Organize by:  Comments Date + Today
Tasks
No records to display
Julio Cline Task: Define preliminary resources Last 8 Day Time Report HEHAN
Project: Software application development Sunday, November 22, 2015 145
Saturday, November 21, 2015 1:45
Who places the purchase orders for the materials to perform this task?
Friday, November 20, 2015 200
Delete - 08 September 2013 15:40:45 Thursday, November 19, 2015 400
Wednesday, November 18, 2015 400
L) Show one more comment Sunday, November 15,2015 400
Full User Accounts keeps track of all the purchases made and has an access role allowing them to do this. Saturday, November 14, 2015 430
Delete - 08 September 2013 15:46:35 Friday, November 13, 2015 315
Team Member Okay. | will deal with updating the project budget ta include all purchases o moss.,
% . Current Mont 1030
[ Delete 09 September 2013 15:46:36
Previous Month 000

As well as the above-mentioned users, ITM Platform also has a “Company Admin” user. This is the user

who creates the environment and has complete access to all functionalities without license- or role-based
restrictions.
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ITM Platform automatically creates a copy of the database every two hours. The copy is compressed and
encrypted once it has been made. The open version is then deleted and the encrypted version is sent to
the backup server. Subsequently, it is stored on the production server where it was made and finally an
email is sent to the operators for copy control.

The copy stored on the production server is deleted after seven days but the copy on the backup server is
kept.

The only reason for keeping backup copies on the production server is to ensure maximum data recovery
speed in the event of a mid-level incident.

Web files, including documents uploaded by users, are copied once a day, compressed and encrypted on
the production server and the backup server.

They are deleted from the production server after one month but a weekly backup is kept on the backup
server for one year.

The backup server is located on the premises of an external provider and therefore not subject to the
availability of and access to our own production servers.

All backup copies are encrypted with strong algorithms and 64-bit keys to protect them from undue
operations.

Backups are only stored on the production servers and the backup server. Backup servers have no data
until they are converted to production servers in order to avoid possible security oversight.

All backup procedures are recorded in the operations book and only the operations team can handle backup
copies.
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In the event that a client requests a backup copy of its data, the customer service team will first check that

the person making this request is authorized to receive the data for recovery.

The operations team will only respond to those backup copy requests that are authorized by the Customer

Service Department and will not respond to direct requests coming from the Support Department.

If a client asks for any or all information to be deleted from the database, the information will be deleted

from the database and an additional backup copy will be made of the deleted data.

This additional backup copy will be marked as a special snapshot because it will not be possible to perform
data recovery operations using backups dated prior to this snapshot. There is no way to delete client data

from previously made backup copies.

Here are some approximate backup copy file size figures:

Backup Plan

Data Base

Date Copy ng
Between now and 7 days Backup every 2 hours 84
Between 7 days and 1 month Backup every first hour of the day 25

Between 1and 12 months  Backup every first hour of every monday 48

n2
12 month backup 241
Main server 84
Backup server 157

average compressed size

Backups should be performed several times to ensure that we can retrieve customer data with a minimum data loss.

Location

Main server and backup server
Main server and backup server
Backup server

occupied space
24.100MB
8.400MB
15.700MB
100MB

Web

update, but do not need to manage multiple copies.

Date Copy ng
Between now and 1 month  Backup every day at 01:00 UTC 31
Between 1and 12 months Backup every first hour of every monday 48

ne
12 month backup 110
Main server 31
79

Backup server
average compressed size

Can be made less backups. It is convenient to have several versions to revert to a previous version if detecting a disastrous

Location
Main server and backup server
Backup server

occupied space
5.500MB
1.550MB
3.950MB
50 MB
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A backup environment exists for recovering the system in the event of a major incident that prevents the
production servers from providing a service.

This backup environment is located with an external service provider and therefore not subject to the
availability of and access to our own production servers.

In the event of a major incident on the production servers, a contingency plan will be activated that,
generally-speaking, establishes the following protocols:

Complete block on access to the production servers while providing an incident warning to ensure
that no clients continue accessing the servers while they are down

Software version check on the alternative servers and update if necessary from the backup copy
on the backup server

Collection of database backup from the backup server and restoration thereof on the backup
servers

General system check

Redirection of client access to the backup server

Once the incident has been resolved, the production environment recovery procedure is executed by using
the backup environment backups and always as part of an operation planned in advance and notified to

users.

An incident simulation will be performed once a year to check that all procedures are up-to-date and correct,
and that the backup servers can be activated in less than two hours following a system collapse.
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ITM Platform has two environments for use before any update is put into production:

- Test: afirst level of software confirmation at which checks are performed to ensure that all updates
are:

o Complete: checks to ensure that files, components and other elements are all present.

o Correct: checks to ensure that the changes or new functionalities are correct and perform
their operations in accordance with the functional specifications.

o Compatible: checks to ensure that other functionalities that are theoretically unaffected
maintain their functional specifications.

o Secure: a series of security tests are performed, which include code injection, access
control and denial of service attacks.

o Efficient: the system is monitored to check that it maintains the same level of performance
and there are no freezes or other execution incidents that could affect the platform.

- Demo: the environment tests are repeated in this environment and a second stage of testing is
carried out, especially data-related tests because this environment includes data on organizations
that are updated regularly. In addition, it is also checked that each update is:

o Whole: the data existing before the update is revised and checks are performed to ensure
that the values remain the same or equivalent if changes were performed that affect the
data.

o Consistent: checks are performed to ensure that the existing data and the new data behave
as expected and do not cause inconsistencies between the various entities.

- App: production environment where, once all the tests have been completed successfully, ITM
Platform is updated.

Approval from the functional, systems and security teams is necessary before the production environment
can be updated. If any of these teams disagrees with the update, it will be returned to the development
team. Once the update has been approved, the operations team and support team are notified of the
production launch date.

Server software is only updated by the operations team. Weekend maintenance includes a review of
updates, patches and solutions from the manufacturers of the operating systems and basic software on all
ITM Platform servers.

In the event that a manufacturer issues an emergency update alert, the ITM Platform systems team will
assess the advantages or risks of completing this update outside of scheduled maintenance periods.
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ITM Platform has a first level of access through an external firewall that filters all port and server address
access attempts.

This firewall includes a scan that warns of denial of service attacks and suspicious access attempts that
might pose a security risk.

All servers have additional security filters that block all ports and addresses that are not strictly necessary.
A security warning is issued if an attempt is made to access a blocked port or address.

All servers have two network cards: one connected to the administration network; and another connected
to the general access network.

Administration network access is only available to operations personnel accessing the administration
consoles on the various servers. This network provides highly restricted traffic and enables access to the
servers in the event of denial of service attacks produced by large-scale calls to the servers.

The general access network is used for access via HTTP and HTTP protocols to the public web servers.
This network only allows access to the appropriate ports and domains, but any vulnerabilities that may exist
are especially controlled.

If access attempts are made from suspicious networks during a review process, an additional security
protocol is created that blocks these networks in order to avoid attacks from zombie servers or other types
of large-scale attack from uncontrolled locations.
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The following is performed during the standard weekly operating procedures:

Operating systems and basic software update checks
Complete antivirus scan of the servers

General scan of the servers to detect any firewall configuration changes, unauthorized access to
ports or addresses, or any other network security breach

Reading of denied access logs to identify unauthorized access attempts

The following is performed during standard procedures on the first weekend of each month:

A general review of the server software, checking the system configuration and the version of all

key files

Execution of an extensive series of security controls

Every quarter, an external company performs a security assessment and simulates a range of attacks
against the installations to ensure that no security vulnerability exists.
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8. Availability and Performance

The servers have alert services that warn of any problems in the system.

In addition, an external service monitors the servers and checks that the platform is offering a correct
service every five minutes - not only from a systems point of view but also at a functional level of the
application.

These services - both internal and external - constantly monitor the availability and performance of the
system, warning of any problems that may arise.

The figures from ITM Platform last quarter were:

Uptime Downtime Number of Downtimes

99.95% 2h 21m 16

Uptime Downtime Unmonitored _)

Aug '3 Sep'13 Oct'13 MNow'13 Dec'13 Jan'14

All downtime was scheduled and there were no client incidents

Overall Average Slowest Average Fastest Average

449 ms 493 ms 367 ms

Response Time

Aug 13 Sep'13 O3 Mov '13 Dec'13 Jan 14
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