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ITM Platform can be configured in a variety of ways to ensure it adapts to the needs of different
organizations in terms of security, policies and the preferences of each client. These various configurations
range from shared environments (SaaS) that require no adaptation whatsoever to environments that are
customized (On-Premises) to suit each individual organization.

In this default ITM Platform configuration, the execution environment is shared by the various clients to
guarantee secure access to the information at all times via user identification protocols. Access to the data
of an organization can only be accessed by users from that same organization. Furthermore, each user
can only access the content allowed by the permissions configured in their profile (role).

In Shared Server mode, machine resources are shared by all clients and performance by those resources
is therefore the same for all clients. ITM Platform guarantees correct server design and application
performance.

If the client so requires, ITM Platform enables the configuration of one or more dedicated servers for the
execution of its environment. The design criteria for these physical servers and their configuration are
established by the client but administered by ITM Platform.

This service is based on highly-available Cloud-based systems and enables a dedicated server to be
configured in a flexible manner. Unlike physical servers, virtual servers can be expanded and configured
with great ease and therefore adapted to the needs of the client at any given moment.

In addition, a dedicated Cloud-based server can be complemented with VPN services and/or integration of
the server into the client identification system via trust relationships created through the VPN.

The following services are included in all the above formats (adapted to suit each environment):

e System administration

e Backup

e Software control and updates

e Security and vulnerability checks

e Performance control and system optimization

This is the default ITM Platform domain that is used as standard for all clients. Each environment and its
data are differentiated by the access codes. This domain is only valid for the SaaS service.
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In the case of using a customized configuration, either from the dedicated SaaS service or the On-Premises
service, a subdomain of itmplatform.com can be registered in the following manner:

<company_name>.itmplatform.com

These subdomains incur no additional cost for the client and are managed directly by the ITM Platform
DNS servers.

ITM Platform offers clients the chance to register a domain or subdomain of their own corporate domain
when using a customized configuration, either from the dedicated SaaS service or the On-Premises service.

Clients can decide the name of these customized domains or subdomains. As an example, they can follow
the nomenclature itmplatform.<company_name>.com.

These own domains are managed by the client and their DNS servers must point to the ITM Platform server
IP addresses.
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A client can access the server hosting its environment from anywhere with an Internet connection by using
HTTPS (secure) protocols. When using a customized domain, the client will need to obtain a server
certificate for that domain name if wishing to access via the HTTPS (secure) protocol.

Those clients only wishing to access ITM Platform from their corporate networks can request a VPN
connection to the server.

Standard access to ITM Platform is granted via exclusive user passwords to thus guarantee the correct use
and security of data.

When requested by a client, corporate identification systems can be connected to the ITM Platform servers
for access to be granted via the passwords normally used by users of the organization.

his user identification synchronization process must be studied on a case-by-case basis, requiring a VPN
connection between the corporate network and the ITM Platform servers so as to guarantee maximum
security.
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ITM Platform grants access to the environment via the use of user passwords.
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LOGIN AREA

Password:

The email address is used for usernames and will also be used for sending notifications from the system.
Users can change their passwords at any time.

Each organization can configure a standard length for the passwords used to access its environment. These
changes can only be made by users whose role grants them access to the “General Data” window.

General Company information

Street Address 1: Rue

City: Brussels
Country: Belgium v
Company Email Address: general@itmplatform.com

Phone: 8909998877

* Max File Size Upload: 10.00 MB

* Min Password Length: 8
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If a user forgets or loses their password, a new one can be requested via the “Forgotten your password?”
option. An email containing the passwords will be sent to the email address used as the username.

When a client acquires an ITM Platform solution, it receives the right to use a number of licenses that will
grant access to the various ITM Platform functionalities.

These licenses configure the functions acquired by a client within a customized environment. One client
can have licenses for every ITM Platform solution in such a way that each license will determine access to
certain functionalities or others.

In turn, the licenses - the cost and conditions of which vary - define two key factors in terms of access to
functionalities:

These functions allow users to be assigned as:
e Project Manager
e Service Manager
e Program Manager

If this type of function is not included in the license, it will not be possible to assign these roles.

Assignation as Project, Service or Program Manager for further information.

Licenses configure the access by each user to certain functionalities of the environment. In turn, the roles
of each user that grant access to a larger or smaller set of functions can be configured in each license. See
Chapter 0
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Roles for further information.

The license system is updated from the Product Development Department.
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A role should be assigned whenever a new user is created. ITM Platform assigns a role to each newly
created user by default.

One user can have more than one assigned role, in which case the permissions associated with each role
are combined. In other words, all the functions of each role will be available.

User Role
Available Roles Assigned Roles To User
Corporate Portfolio Access |1| Full Access
Project Manager li' || Team Member

License Used: Full Access

The functionality for creating users and assigning roles is only available for users whose role allows access
to the “Users” option.

ITM Platform offers various pre-configured roles. However as many roles as are deemed necessary can be
modified, added or deleted:

= [©]ITM Platform

¥ Manage Roles

ORGANIZATION

USER MANAGEMENT - #  FolsName Role Description Default for New Users
1 Full Access .
Users
Role Definition 2 Corporate Portfolio Access Corporate Portfolio Access X
‘Working Hours 3 TeamMember .
Calendars 4 Project Manager .

COSTING -

OBJECTIVES & PROCESS... ~

A fundamental step in creating a new role is assigning the license it will be used by. Hence, the basic
configuration of Access to Functions and

Access to Functionalities.

Certain options under the Team Member role can be configured but they cannot be assigned as Project,
Service or Program Manager.

7 © 2017 ITM Platform
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— ‘F| ITM Platform Q = @ |

¥ Manage Roles

Project Manager:

ORGANIZATION “ Role Name: Team Member
USER MANAGEMENT - Role Description: Service Manager:
Users
" License: Team Men ¥ Program Manager:
Role Definition

Working Hours Default for New Users:

Calendars

# Menu Name W Insert B Update W Delete B View
1 MY DESKTOP
Calendars

2 Home T td e ’
COSTING hd

3 My Projects v L4 Ld Ld
OBJECTIVES & PROCESS...

4 My Services W L4 L4 L4

SHORTCUTS 5 My Tasks & Activities v v ’ v

@ Create a new project 6 My Timesheet ¥ L CJ CJ
CH&% Create a new user 7 My Authorizations

Save Cancel

The Full Access role enables all options of this role to be configured and the user to be assigned as Project,
Service or Program Manager:

= (0] Pratforn

. . .
. M ™ ®
[ —
e, . . - .
. . . .
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B »
. . . .
Semr . . a .
Pt -

The functionality for creating users and assigning roles is only available for users whose role allows
access to the “Role Definition” option.

8 © 2017 ITM Platform
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Assignation as Project, Service or Program Manager

When assigning an ITM Platform user to the team of a project, service or program, they can be configured
as a Project Guest, Team Member or Manager.

When assigning a user as Project, Service or Program Manager, ITM Platform checks that the user has a
role that allows this to be done.

= [@]IT™ Platform Q= @

Y¢ Project: Software application development / Team
=] <

MANAGEMENT General Team Budget Gantt Tasks Purchases Revenue Risks Progress Documents Dashboard
Main Dashboard oo

Q Portfolio g s

<

b

« task function » Julio Cline Full Access Team Member David Simon
@ Programs -
_—— 2 v 4 2 @

E; Projects tasks _
o : Project Manager
Scope of application
% Services 2 Team Member
Determine the scope of the project b 3 5 1
¥ Clients
Define preliminary resources b 3 b 3

EQ&% Resources

System requirements

Budget

Initial draft of specifications 3 p 3
rﬂ%ﬁ Organization Tree View The preliminary budget ;3 b 3
Reporting Obtain approvals to proceed (concept, s... ‘ ;
g Corporate Portfolio Design

Functional specifications 3 p 3

Whenever a user is assigned as a Project Guest, Team Member or Manager within a project or service,
they can then access the “My Projects” or “My Services” options. The same does not happen with programs,
which are only available through the MANAGEMENT tab.

Whenever a project or service is accessed from the “My Projects” or “My Services” menu, respectively, two
options will be available depending on whether the user is a Manager or a Team Member.

If the user has been assigned as a Manager, they will have both read and write permissions.

= [@]ITM Platform Q =

¥¥ Project: Software application development / General

= < &

MANAGEMENT General Team Budget Gantt Tasks Purchases Revenue Risks Progress Documents Dashboard ‘
Main Dashboard General
3 portolia Project ID: PR-2200-13080005 Project code:
@ Programs
" Project Name: Software application development Performing Unit: Information System v
B Projects
* Approval Status: @ Approved v * Project Status: #  InProgress
% Services
& Clients * Priority: ¥ Normal .
up&% Resources
~ * Project Type: @[5 Productorproc... ¥
25, Budget
£, Organization Tree View Description: 4! Description of the project

Reporting
E Corporate Portfolio

Iy 1 53 o S s, iy ek eiged ik e g ot o

http://www.youtube.com/watch?v=bdpHRZHv4d8&dh=1

9 © 2017 ITM Platform
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If the user has been assigned as a Team Member, they will only have read permissions.

= [@]ITM Piatform Q

Q T¥ Project: Winter promotion / General X
About: -
MY DESKTOP General Team My Tasks Documents vare an update ..
Home
@ General FTpeem— .
E iil=as Project Na... Winter promation Organize by:

Comments Date

% My Services
My Tasks & Activities

Julie Cline
09 September 2013 15:40:48
@ Py iTImesheet Departmen... Sales and Marketing b

Task: Define preliminary resources
Project: Software application development

Project No: PR-2200-13080004

Project Stat... In Progress
Who places the purchase orders for the
materials to perform this task?

Approval: Approved wiy Show 1 more comment
Project Type: Pre-sales and commercial management Full Access
09 September 2013 15:46:35
Priority: Normal Accounts keeps track of all the purchases
made and has an access role allowing them to
dothis.
Description: L R
1‘ Description of the project Team Member
= 09 September 2013 15:46:36 -

Company Admin

As well as the above-mentioned users, ITM Platform also has a “Company Admin” user. This is the user
who creates the environment and has complete access to all functionalities without license- or role-based
restrictions.

10 © 2017 ITM Platform
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ITM Platform automatically creates a copy of the database every two hours. The copy is compressed and
encrypted once it has been made. The open version is then deleted and the encrypted version is sent to
the backup server. Subsequently, it is stored on the production server where it was made and finally an
email is sent to the operators for copy control.

The copy stored on the production server is deleted after seven days but the copy on the backup server is
kept.

The only reason for keeping backup copies on the production server is to ensure maximum data recovery
speed in the event of a mid-level incident.

Web files, including documents uploaded by users, are copied once a day, compressed and encrypted on
the production server and the backup server.

They are deleted from the production server after one month but a weekly backup is kept on the backup
server for one year.

The backup server is located on the premises of an external provider and therefore not subject to the
availability of and access to our own production servers.

All backup copies are encrypted with strong algorithms and 64-bit keys to protect them from undue
operations.

Backups are only stored on the production servers and the backup server. Backup servers have no data
until they are converted to production servers in order to avoid possible security oversight.

All backup procedures are recorded in the operations book and only the operations team can handle backup
copies.
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In the event that a client requests a backup copy of its data, the customer service team will first check that

the person making this request is authorized to receive the data for recovery.

The operations team will only respond to those backup copy requests that are authorized by the Customer

Service Department and will not respond to direct requests coming from the Support Department.

If a client asks for any or all information to be deleted from the database, the information will be deleted

from the database and an additional backup copy will be made of the deleted data.

This additional backup copy will be marked as a special snapshot because it will not be possible to perform
data recovery operations using backups dated prior to this snapshot. There is no way to delete client data

from previously made backup copies.

Here are some approximate backup copy file size figures:

Backup Plan

Data Base

Date Copy ng
Between now and 7 days Backup every 2 hours 84
Between 7 days and 1 month Backup every first hour of the day 25

Between 1and 12 months  Backup every first hour of every monday 48

ne
12 month backup 241
Main server 84
Backup server 157

average compressed size

Backups should be performed several times to ensure that we can retrieve customer data with a minimum data loss.

Location

Main server and backup server
Main server and backup server
Backup server

occupied space
24.100MB
8.400MB
15.700MB
100MB

Web

update, but do not need to manage multiple copies.

Date Copy ne
Between now and 1 month  Backup every day at 01:00 UTC 31
Between 1and 12 months Backup every first hour of every monday 48

n2
12 month backup 110
Main server 31
79

Backup server
average compressed size

Can be made less backups. It is convenient to have several versions to revert to a previous version if detecting a disastrous

Location
Main server and backup server
Backup server

occupied space
5.500MB
1.550MB
3.950MB
50 MB
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A backup environment exists for recovering the system in the event of a major incident that prevents the
production servers from providing a service.

This backup environment is located with an external service provider and therefore not subject to the
availability of and access to our own production servers.

In the event of a major incident on the production servers, a contingency plan will be activated that,
generally-speaking, establishes the following protocols:

Complete block on access to the production servers while providing an incident warning to ensure
that no clients continue accessing the servers while they are down

Software version check on the alternative servers and update if necessary from the backup copy
on the backup server

Collection of database backup from the backup server and restoration thereof on the backup
servers

General system check

Redirection of client access to the backup server

Once the incident has been resolved, the production environment recovery procedure is executed by using
the backup environment backups and always as part of an operation planned in advance and notified to

users.

An incident simulation will be performed once a year to check that all procedures are up-to-date and correct,
and that the backup servers can be activated in less than two hours following a system collapse.
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ITM Platform has two environments for use before any update is put into production:

- Test: afirst level of software confirmation at which checks are performed to ensure that all updates
are:

o Complete: checks to ensure that files, components and other elements are all present.

o Correct: checks to ensure that the changes or new functionalities are correct and perform
their operations in accordance with the functional specifications.

o Compatible: checks to ensure that other functionalities that are theoretically unaffected
maintain their functional specifications.

o Secure: a series of security tests are performed, which include code injection, access
control and denial of service attacks.

o Efficient: the system is monitored to check that it maintains the same level of performance
and there are no freezes or other execution incidents that could affect the platform.

- Demo: the environment tests are repeated in this environment and a second stage of testing is
carried out, especially data-related tests because this environment includes data on organizations
that are updated regularly. In addition, it is also checked that each update is:

o Whole: the data existing before the update is revised and checks are performed to ensure
that the values remain the same or equivalent if changes were performed that affect the
data.

o Consistent: checks are performed to ensure that the existing data and the new data
behave as expected and do not cause inconsistencies between the various entities.

- App: production environment where, once all the tests have been completed successfully, ITM
Platform is updated.

Approval from the functional, systems and security teams is necessary before the production environment
can be updated. If any of these teams disagrees with the update, it will be returned to the development
team. Once the update has been approved, the operations team and support team are notified of the
production launch date.

Server software is only updated by the operations team. Weekend maintenance includes a review of
updates, patches and solutions from the manufacturers of the operating systems and basic software on all
ITM Platform servers.

In the event that a manufacturer issues an emergency update alert, the ITM Platform systems team will
assess the advantages or risks of completing this update outside of scheduled maintenance periods.
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ITM Platform has a first level of access through an external firewall that filters all port and server address
access attempts.

This firewall includes a scan that warns of denial of service attacks and suspicious access attempts that
might pose a security risk.

All servers have additional security filters that block all ports and addresses that are not strictly necessary.
A security warning is issued if an attempt is made to access a blocked port or address.

All servers have two network cards: one connected to the administration network; and another connected
to the general access network.

Administration network access is only available to operations personnel accessing the administration
consoles on the various servers. This network provides highly restricted traffic and enables access to the
servers in the event of denial of service attacks produced by large-scale calls to the servers.

The general access network is used for access via HTTP and HTTP protocols to the public web servers.
This network only allows access to the appropriate ports and domains, but any vulnerabilities that may exist
are especially controlled.

If access attempts are made from suspicious networks during a review process, an additional security
protocol is created that blocks these networks in order to avoid attacks from zombie servers or other types
of large-scale attack from uncontrolled locations.
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The following is performed during the standard weekly operating procedures:
- Operating systems and basic software update checks
- Complete antivirus scan of the servers

- General scan of the servers to detect any firewall configuration changes, unauthorized access to
ports or addresses, or any other network security breach

- Reading of denied access logs to identify unauthorized access attempts

The following is performed during standard procedures on the first weekend of each month:

- A general review of the server software, checking the system configuration and the version of all
key files

- Execution of an extensive series of security controls

Every quarter, an external company performs a security assessment and simulates a range of attacks
against the installations to ensure that no security vulnerability exists.



m ITM Platform

PROJECTS = PROGRAMS = PORTFOLIO

The servers have alert services that warn of any problems in the system.

In addition, an external service monitors the servers and checks that the platform is offering a correct
service every five minutes - not only from a systems point of view but also at a functional level of the
application.

These services - both internal and external - constantly monitor the availability and performance of the
system, warning of any problems that may arise.

99,95%

Our commitment is not to decrease our 99.95% of availability in scheduled and unscheduled stops

99,99%

Real monthly availability of the service has been 99,99%

sec Max: 1,012 ms, Min: 626 ms, Avg: 864 ms
DOWNTIME
1.5 5
L - (1 outages)
0,5
UPTIME
%
99809 %
Aug 7th Aug 14th Aug 21st Aug 28th

Respons... Uptime JJ] Downtime [JJ Unknown
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ITM Platform offers customer service and support through different channels. The email address
support@itmplatfoem.com is the main one and these channels are monitored by 12hx5d support agents.

Every incident is handled in the first instance and with equal priority; giving, subsequently, preference to
those that have a greater impact on the client's operation.

INBD

Our commitment is always to answer the following day at the latest (LNBD)

5h

The average response time standard has been 5 hours


mailto:support@itmplatfoem.com

info@itmplatform.com
www.itmplatform.com



